Wisker

e-AS2 Mixer Edition

User manual of version 8.1



Esker EDI Services

e-AS2 Mixer Edition

© Esker EDI Services
Calor-Emag-Stral3e 3 - 40878 Ratingen
Phone: 02102/479-0 - Fax: 02102/479-109

Version 2.0, Rev. Page 2



Document history

Vers. Date Auth. Comment
1.0 26.09.2018 JK German Version of manual.
2.0 01.02.2021 JK English translation of manual.

Version 2.0

Page 3



Version 2.0 Page 4



Table of Contents

2.1
2.2
221
222
2.2.3
2.2.4
2.3

3.1
3.11
3.1.2
3.1.3
3.2
321
3.2.2
3.3

1} (oo 1UT o] 1o o 7
CONTIGUIING B-AS2 ME ..ttt ettt e ettt et e e et et e ettt et e e e e ettt e e e e e 9
1S3 2= F= L4 o o 9
Base CONfIQUIAtiON ... e 10
=T g (o] 11 = o I PPN 11
X T MO ST e 11
LD o o P 11
SMTP POIE (IMCOMING) .ttt ettt ettt et ettt et e e et e e e et et et e et e et e e et e e a e e ennneees 11
Partner MaNAgEIMENT ... ettt 11
Configuring M-Switch MIXER ... ..o 13
SMTP configuration for coupling With €-AS2 ME ...... .o 13
Default dOMaIN . ... e 13
Parameters for incoming SMTP CONNECTIONS ...ttt 13
Parameters for outgoing SMTP CONNECTIONS ...ttt et et e e e e e e e aneeens 14
ROULING CONTIQUIALION .. e e et 15
ROULING OULGOING MESSAGES ...ttt ettt ettt et et et ettt 15
ROULING INCOMING MESSAGES ...ttt ettt ettt et ettt et ettt ettt e e e et e a e e aaaeeens 15
AdArESS CONVEISION L.ttt et et et e e e e e e 16

Version 2.0

Page 5



Version 2.0 Page 6



Introduction

1 Introduction

What is e-AS2 Mixer Edition?

e-AS2 Mixer Edition is a special variant of e-AS2, that can be used to send and receive X.400
messages.1 For this purpose, e-AS2 is connected to the product Isode M-Switch MIXER.?
SMTP” is used as the connection protocol between e-AS2 and M-Switch MIXER. MIXER con-
verts between SMTP and the X.400 protocol P1, with a corresponding conversion of the ad-
dresses.

From the point of view of e-AS2 it is therefore a matter of sending and receiving e-mails via
SMTP, whereby the e-mail addresses used have a specific structure. Without the additional
use of M-Switch MIXER, no message exchange via X.400 is possible. The following figure
illustrates the underlying architecture.

e-center Telekom ViaT

ccic
[213.203.210.140]

MIXER
[213.203.210.174]

DTMT MTA
[212.184.195.210]

SMTP M- X.400 P1
SWitCh [ e mm e o o o o o o o o e o o
MIXER

€

Figure 1.1. Application architecture

We assume at this point that the contents of the user manual for e-AS2 Enterprise are known.
Most of the information about the architecture and operation of e-AS2 Enterprise is valid un-
changed for e-AS2 Mixer Edition as well. In particular, this applies to chapter 3 and chapters
8 to 10.

Chapter 2 (Configuring e-AS2 ME) describes how to install and configure e-AS2 Mixer Edition
for operation with M-Switch MIXER.

Chapter 3 (Configuring M-Switch MIXER) describes how to configure Isode M-Switch MIXER
for operation with e-AS2 Mixer Edition.

In the further course of the manual we will mostly refer to e-AS2 Mixer Edition only briefly as
e-AS2 ME.

1, https://de.wikipedia.org/wiki/X.400
%, https://www.isode.com/products/m-switch-mixer.html
3, https://de.wikipedia.org/wiki/Simple Mail Transfer Protocol
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Configuring e-AS2 ME

2 Configuring e-AS2 ME

Installation, basic configuration and partner management in e-AS2
ME

2.1 Installation

To install e-AS2 Mixer Edition, start the software installation as described in the setup manual.
Select “e-AS2 Mixer Edition” as license type.

& » Setup - e-AS2 8.1.0

e-AS52 license {l
Choose license type

You now state the type of license. Do you want to install 'e-AS2
Connect' to connect to a single provider's data center, "e-AS2 Enterprise’
to configure several different AS2 connections, "'e-AS2 Cluster Edition' or
'e=AS52 Mixer Edition'? Please note that you have to purchase a separate

license, if you want to run 'e-AS2 Enterprise’, 'e-AS2 Cluster Edition’ or
'e-AS2 Mixer Edition'.

Please chose:

¥ e-AS2 Connect I
e-AS2 Enterprise
e-AS52 Cluster Edition

e-AS2 Mixer Edition

install4j

MNext > Cancel
Figure 2.1. Installing e-AS2 ME

In the course of the installation you will then be asked for some configuration parameters spe-
cific to e-AS2 ME.
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Configuring e-AS2 ME

] ] Setup - e-AS2 8.1.0

Configuration parameters

------------------- —

e-AS52 ME needs a few configuration parameters. These parameters
can be entered now. You can change them anytime after installation
by editing the file EAS2.properties.

Connection to Isode M-Switch MIXER:

Mixer domain: mixer.edicc-backup.de
Mixer host: mixer

Mixer port: 11025

SMTP port (incoming): 5025

Confiauration of this AS2 server:

install4j

< Back MNext = Cancel

Figure 2.2. Enter parameters specific to ME

The various parameters that are queried in this dialog are discussed in detail in Section 2.2
(Base configuration).

Start the software after copying your license file to the installation directory. You will get the
following messages in the log file confirming that e-AS2 is now working in X.400 mode.

jvm1 | e-integration AS2 Server startet ...
10: 56: 18,054 INFO [main] [-] - starting eas2s, version 8.1.0, revision f16...

10: 56: 18,242 |1 NFO [ nai n] - license file has been read:

10: 56: 18,242 |1 NFO [ nai n] I P oRLRLRLF
10: 56: 18,242 |1 NFO [ nai n] PORT : O

10: 56: 18,242 |1 NFO [ nai n] HTTP :

10: 56: 18,243 | NFO [ nai n] SMIP :

10: 56: 18,243 | NFO [ nai n]

10: 56: 18,243 | NFO [ mai n]
10: 56: 18,243 | NFO [ mai n]
10: 56: 18, 244 | NFO [ mai n]
10: 56: 18, 244 | NFO [ mai n]
10: 56: 18, 409 | NFO [ mai n]

COM : e-integration license (M xer Edition)
LIMT: 99999999
PAR : O

- license is K

- e-AS2 M xer Edition: switching to X 400 node

—— — — ———— — — ——
' ' ' ' ' ' ' ' ' '

]

]

]

]

] 0
] - 1

-1 - LIC : ME

]_

]

]

]

]

2.2 Base configuration

For the operation of e-AS2 ME only a handful of configuration parameters is required, which are
explained below. All parameters are already requested during the installation of the software,
but can also be changed directly in the file EAS2. pr operti es at a later time.
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Configuring e-AS2 ME

Since with the configuration of the two products a mutual connection between e-AS2 ME and
M-Switch MIXER is established, there is to each configuration on e-AS2 side a counterpart
on MIXER side. Details on the corresponding configuration steps in M-Switch MIXER can be
found in Chapter 3 (Configuring M-Switch MIXER).

2.2.1 Mixer domain

When configuring M-Switch MIXER, an e-mail domain is specified for which MIXER should
feel responsible.

This mail domain must be known in e-AS2 ME. During the installation it is entered in the “Mix-
er domain” field. If the configuration is to be changed at a later time, this is done by editing
EAS2. properti es:

me. domai n = m xer. edi cc- backup. de

2.2.2 Mixer host

The DNS name or IP address of the host on which M-Switch MIXER is running is entered here.
This specification is only relevant for outgoing messages.

me. mai | . host = m xer

The DNS name of the mixer host will normally be identical to the mixer domain. However, this
is not necessarily the case. It may be that the mixer domain is different from the domain of the
host running the mixer software.

2.2.3 Mixer port

Here the port is entered under which M-Switch MIXER can be reached on the configured mixer
host. This entry is only relevant for outgoing messages.

me. mail.port = 11025

224 SMTP port (incoming)

For the data input e-AS2 ME must open a port for SMTP connections. This must then be
configured in M-Switch MIXER so that incoming messages can be forwarded to e-AS2 ME.

connection.sntp.port = 5025

2.3 Partner management

The identification of partner profiles in e-AS2 ME is based on e-mail addresses, which can be
mapped to X.400 addresses in a certain way. Details can be found in Section 3.3 (Address
conversion).

However, in partner management via the e-AS2 GUI, these implementation details are hidden.
The configuration dialogs for partner profiles have been reworked compared to the standard
version of e-AS2 so that the user works with real X.400 addresses throughout.

The software allows for entering any number of partner profiles, each containing two X.400
addresses (the own and the other party's).
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Configuring e-AS2 ME

® [ ] e-AS2 Konfiguration devel - jk
Transaktionen  Verwaltung

Partner-Liste

> Partner hinzufiigen

[/g=mickey/s=mouse/o=backup/p=e-integration/a=viat/c=de/] — [/g=johannes/s=kate Hinzufiigen aus Transaktion

Partner duplizieren

E-Mail  Schnittstellen
Partner=Details [m=j] SMTP (S/MIME)
Von: fg=mickey/s=mousefo=backup/p=e-integration/a=viat/c=de/ Ack-Modus: kein

An: fg=johannes/s=katelaan/oul=service/o=test/p=e-integration/a=viat/c=de/

Figure 2.3. Partner configuration

In change mode, clicking on the corresponding address field opens a dialog in which the various
components of the X.400 address can be entered individually.

] X.400-Adresse eingeben

X.400 OR-Adresse - [g=johannes/s=katelaan/oul=service/o=test/p=e-integration/a=viat/c=de/
(G) Vorname: johannes (S) Nachname: katelaan
() Intialen: (Q) Generation:

(CN) Allgemeiner Name:

(OU1) Org.-Einheit 1: service (OU2) Org.-Einheit 2:
(OU3) Org.-Einheit 3: (OU4) Org.-Einheit 4:
(O) Organisation: test (P) PRMD: e-integration
(A) ADMD: viat (C) Land: de
(DDA) DDA 1 Typ: (DDA) DDA 1 Wert:
(DDA) DDA 2 Typ: (DDA) DDA 2 Wert:
(DDA) DDA 3 Typ: (DDA) DDA 3 Wert:
(DDA) DDA 4 Typ: (DDA) DDA 4 Wert:
Speichern Verwerfen

Figure 2.4. Partner configuration - address details

Addresses are normalized to a lowercase-only notation when saved.
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Configuring M-Switch MIXER

3 Configuring M-Switch MIXER

Configuration of M-Switch MIXER for operation with e-AS2 Mixer
Edition

In this chapter the essential configuration elements are explained, which are necessary to cou-
ple M-Switch MIXER with e-AS2 ME. The focus here is on configuration of the SMTP connec-
tion between the products. It is not the goal here to cover the complete MIXER configuration.

3.1 SMTP configuration for coupling with e-AS2 ME

311 Default domain

The default domain is of central importance for the integration with e-AS2 ME. It is defined
during the initial setup of a new M-Switch MIXER instance. In the configuration, it is subse-
guently visible both as a node name in the configuration tree and as a value in the associated
parameter form.

“z] Welcome to Message Console Switch Configuration Management 3 Switch Operations

- Address Conversion Tables

4 Main | Delivery | Routing | Lookup | Authorization | Queue Manager |}
# Main Address Conversio

= [ Routing Trees General
P & Main Routing Tree Full MTA Domain (locdommta) |e-i-rnta-t
¥ [ Message Transfer Agents Description |Created by MConsole
X mixer.cdicc-backup.de Postmaster |pustmaster@mixer.edicc-backup
b Channels
[ Tables Default Domain (s)

(¥ Routing Nexus

Internet |mixer.edicc—backup.de

P Directory Profiles

b Logs X400 O/R |fPRMD:E-I?‘JTEGR.ATIDN;"ADMD:‘L"IATIC:DE Edit

Figure 3.1. Default domain in M-Switch MIXER

3.1.2 Parameters for incoming SMTP connections

The configuration for incoming SMTP connections depends on the “smtp-external” channel of
the default MTA, to be found there in the “Program/In” tab. There the own IP address and the
port are specified, on which incoming connections are expected.

Version 2.0 Page 13




Configuring M-Switch MIXER

< Message Transfer Agents Main Program | Tables | o | J T — |

= || mixer.edicc-backup.de

- Channels Program to run |slmtp Program Arguments

s 822-local

Key |sn1tp
h
Program Specific Variables
@ smtp-auth In |Out | Errors | Anti-Spam | Auth | TLS | Greylist |

# smtp-external

{is smtp-internal

™o - " .

% x400mt |
s x400p1
- Tables Listening address |185.29.219.3f1
B Listening port [ ] Use default value (Not set) 11025 |3

Figure 3.2. Configuration STMP incoming

3.1.3 Parameters for outgoing SMTP connections

The e-AS2 instance to which M-Switch MIXER connects is configured as an external MTA for
Internet connections. Such an MTA has an stmp channel, where the host name for that MTA
is stored.

= Message Transfer Agents

[nbﬂund|
= [ mixer.edicc-backup.de
MTA Name | as2-sirius
- Channels
TR ot Associated Domain |sirius.e-integratiun.de

I Logs
= External Message Transfer Agents
- [=] as2-sirius

- Channels

Figure 3.3. Host configuration SMTP outgoing

Note! The title of the tab for this host configuration is confusingly “Inbound”. The DNS name,
however, is used to establish outbound connections from the point of view of M-Switch MIXER.
However, from the point of view of the overall system, this is used to pass on Inbound mes-
sages, which were received by X.400, to the internal e-AS2 instance. In this respect, the title
of the index card then again has its justification.

The configuration of the port for outgoing SMTP connections again depends on the channel
“smtp-external” of the default MTA, there to be found in tab “Program/Out”.
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- Message Transfer Agents Main Pfﬂgl'am‘Tablesllnboundlﬁdvancedl
= ] mixer.edicc-backup.de

- Channels Program to run |slmip Program Arguments

s 822-local Key |sn1tp
TN
Program Specific Variables
&% smtp-auth
@ smtp-au Errors | Anti-Spam | Auth | TLS | Greylist |
& smtp-internal LMTP socket |
G x400mt
N Port number [] Use default value (Not set) |5025 =
s %400p1

Figure 3.4. Port configuration SMTP outgoing

3.2 Routing configuration

The configuration for routing is quite simple in operation with e-AS2 ME. For outgoing messages
(from e-AS2) that are to be sent to X.400 receivers, a route to the Telekom MTA (or another
ADMD) must be set. Incoming messages from the X.400 world, on the other hand, must all be
routed to e-AS2. With suitably configured routing rules, M-Switch MIXER automatically takes
care of the necessary protocol and address conversion.

3.21 Routing outgoing messages

For outgoing messages, the neighboring MTA of the provider, e.g. Telekom ADMD, is entered
in the root node of the main routing tree. All outgoing messages are forwarded to this MTA.

- Address Conversion Tables

# Main Address Conversion Table
- Routing Trees

MTA Group
= [ C=DE DTMT-MTA, MTA weight : 5
= ([ ADMD=VIAT
= ( PRMD=E-INTEGRATION
b (¥ O=BACKUP

- Message Transfer Agents Subtree Information: ) All childn

MTA Info | Filters |

Figure 3.5. Routing configuration outgoing

3.2.2 Routing incoming messages

For incoming messages, the neighboring e-AS2 instance is entered at the node in the main
routing tree that belongs to its own X.400 address. All incoming messages are — using the
SMTP protocol — forwarded to e-AS2.
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- Address Conversion Tables
# Main Address Conversion Table

- Routing Trees

MTA Info | Filters |

MTA Group
= i Main Routing Tree

- [ C=DE asZ-sirius, MTA weight : 5
+ [ ADMD=VIAT
+ ([ PEMD=E-INTEGRATION

+ [P] 0=BACKUP

- Message Transfer Agents Subtree Information: () All childre

Figure 3.6. Routing configuration incoming

3.3 Address conversion

The use of M-Switch MIXER as a link between e-AS2 ME and the MTA of the ADMD provider
is based on the fact that systematic conversion is performed between the X.400 P1 and SMTP
protocols. The actual protocol conversion takes place automatically and does not require any
further parameterization. However, the protocol change also involves the use of protocol-spe-
cific addressing of the parties involved. This differs fundamentally between X.400 and SMTP.

According to the documentation, three types of address conversion are available in M-Switch
MIXER:

« algorithmic mappings
* per-user mappings
» encapsulation

When using e-AS2 ME the third variant (encapsulation) is applied. This variant has the advan-
tage that no special configuration is required for its use, since it is the default procedure. The
conversion between the addresses is done in a generic and very easy to understand way.

We will explain the address conversion using an example. The X.400 address
/ g=mi ckey/ s=nouse/ o=backup/ p=e-i ntegrati on/ a=vi at/ c=de/
is converted to the SMTP e-mail address

/ g=mi ckey/ s=nouse/ o=backup/ p=e-i ntegration/a=vi at/ c=de/
@i xer . edi cc- backup. de

and vice versa. Here ni xer . edi cc- backup. comis the own domain of the M-Switch MIXER
instance as configured in the M-Switch MIXER settings.

So the address conversion is limited to simply appending or removing the mail domain, de-
pending on the conversion direction. e-AS2 ME is set up for this form of addressing and does
not support other types of address mapping.
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