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Introduction

1 Introduction

What is e-AS2 SMTP?

With e-AS2 a flexible tool is available for handling file transfers via EDIINT/AS2. The basis for
AS2 is the representation of the contents to be transmitted as S/IMIME messages, whereby
cryptography (encryption and signature) and compression of the data can be used. The trans-
port method for AS2 is HTTP!,

With e-AS2 SMTP we use the existing S/IMIME capabilities of e-AS2 and replace HTTP as
transport protocol by SMTP and POP3. In this way, e-AS2 is enabled to send and receive e-
mails. On the opposite side, standard mail clients like MS Outlook or Mozilla Thunderbird, but
also other automated mail processing systems can be used. The cryptographic methods in
e-AS2 are compatible with all common mail clients due to the use of the SIMIME standard,
so that the same level of security is available for sending and receiving mail as with AS2.
PGP cryptography is available as an alternative to S/IMIME, which further extends the range
of possible uses.

e-AS2 SMTP is not intended as a general mail system as a basis for personal mails, but is
specifically designed for the secure exchange of business data.

To use e-AS2 SMTP no additional software installation is necessary. SMTP/POP3 is simply
activated as a feature via license file. AS2 and SMTP/POP3 can be handled by the same e-AS2
server. If desired, however, a separate installation of a pure e-AS2 SMTP is also possible, in
which AS2 is not used.

The e-AS2 SMTP feature is only available for e-AS2 Enterprise. There is no SMTP extension
for e-AS2 Connect. We assume that you have read the user manual for e-AS2 Enterprise. As
a rule, we will not repeat anything in this manual that is already written there. Occasionally,
reference is made to the e-AS2 Enterprise user manual for further reading.

Chapter 2 (IT integration) describes how to integrate e-AS2 SMTP into your existing mail in-
frastructure. This chapter should also be read by the system administrators responsible for IT
in your company.

Chapter 3 (e-AS2 SMTP as an email client) deals with the operation of e-AS2 SMTP as a
mail client. Here you will learn how to connect e-AS2 SMTP to existing mailboxes to send and
receive mails via SMTP/POPS3.

In Chapter 4 (e-AS2 SMTP as mail server) an alternative approach is shown where you con-
figure e-AS2 SMTP as mail server. The POP3 protocol is not used in this configuration.

How to configure partner profiles for use for e-mail exchange is described in Chapter 5 (Con-
figuring partner profiles).

In Chapter 6 (PGP Cryptography) we explain how you can use PGP instead of S/IMIME for
encryption and signature of e-mails.

1Alternatively HTTP/S, if SSL encryption is activated.
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IT integration

2 IT integration

How does e-AS2 SMTP fit into the existing infrastructure in your com-

pany?

We assume that the existing IT in your company already enables you to send and receive e-
mails. This means that you use a standard e-mail client such as Outlook or Thunderbird to

send and receive e-mails from your workstation PC.

To make this possible, your IT infrastructure has an MTA? for SMTP, a program that is respon-
sible for distributing mails. In an IT based on Unix/Linux this is usually Postfix or Sendmail. With
an MS Windows-based IT, MS Exchange is often used for this purpose. IBM Lotus Domino is

also a possible candidate.

Your network also runs an IMAP or POP3 service that allows clients to retrieve e-mail from a
central repository. Such a service can be implemented using separate software such as Cyrus
IMAP or it can already be integrated as a component in the MTA used.

The following picture shows the integration of e-AS2 SMTP into the existing infrastructure.

Local Mail
Receivers

—
i A

|. User 1 ;:1

o,
! ,

[ user2 Ju

Figure 2.1. Integration of e-AS2 SMTP into the existing infrastructure
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e-AS2 SMTP can be connected to the MTA like an e-mail client via SMTP/POP3>. We recom-
mend this form of connection. Alternatively, e-AS2 SMTP can also act like an e-mail server
and accept incoming SMTP connections. This enables the MTA to forward received e-mails
directly to e-AS2. Both variants are documented in the rest of this manual.

’Mail Transfer Agent

3IMAP is not supported by e-AS2 SMTP.
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3 e-AS2 SMTP as an email client

How can e-AS2 SMTP be used as an email client?

Prerequisite for the operation of e-AS2 SMTP as an email client is the existence of an MTA,
which can be instructed to send mails via SMTP. Furthermore, a POP3 server is required
from which received mails can be retrieved. The prerequisites and configuration are therefore
basically comparable to the configuration of an IPM client such as Outlook.

For each of the two protocols (STMP and POP3) you need the following set of parameters to
configure the connection to the respective server:

Host The SMTP server (MTA) or POP3 server can be reached under this
name (or IP address).

Port The server is ready to accept connections via this port. This is port 25
by default for SMTP and port 110 by default for POP3, but may differ
in individual cases.

User User name for the login to the server. (Connections to SMTP servers
can optionally be secured by login with user name and password. Con-
nections to POP3 servers always require user name and password).

Password Password for the login to the server. (Connections to SMTP servers can
optionally be secured by login with user name and password. Connec-
tions to POP3 servers always require user name and password).

SSL parameters SSL/TLS can be enabled for both SMTP and POP3. When using the
STARTTLS method, the connection is established via the default port.
When using the SSL method, a protocol-dependent different port is
used. We recommend that you always use STARTTLS if this is support-
ed by the server in question.

If the connection to the STMP/POP3 server in the LAN is established, it
is not normally necessary to secure the connection by encrypting it. We
recommend that you do not use SSL in this case.

In addition, the following parameter is only relevant for POP3:

Retrieval interval When using POP3, the client must connect to the mail server at regular
intervals to retrieve any e-mails received on that server. For this pur-
pose, a time interval must be configured for regular retrieval.

Unlike the parameters mentioned above, this is not part of the POP3
protocol. It is only used to control the POP3 client integrated in e-AS2
SMTP.

In the further course of this chapter we will at first show how to create mail server profiles in
e-AS2 SMTP where these connection parameters are configured. After that you will see how
to configure partner profiles to send and receive e-mails.

3.1 Creating mail server profiles

If you have licensed the SMTP feature, two additional tabs appear in the e-AS2-GUI, “PGP
keys” and “Mail servers”. In the “Mail servers” tab you can manage any number of SMTP and
POP3 servers.* If you only want to connect to the internal email servers in your company, your

*You know such a possibility also from email clients like Outlook or Thunderbird, where you can create
and use several mail accounts for different mail providers.
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do not enter more than one set of SMTP and POP3 parameters here. However, you have the
flexibility to address additional — external — mail servers and thus appear to your communication
partners under different identities.

Partners  Certificates PGP keys [QUETNRS0E 0 Transactions  Administration
Mail servers
1D Host User SMTP POP3
pop3 localhost sender@eas2snd.tst
smtpsrv __localhost | v [ B |

Add mail server

Figure 3.1. Additional menu items

To create a new server profile, press the button “Add mail server”. The following input dialog
appears.

@] Add mail server
Mail server details

Server ID: smtpsrv SMTP POP3 SSL: STARTTLS
Host: localhost Port: 25
User: Password:
POP3 every 30 minutes (interval for retrieving new mails)
Descr.:
LOG
Save Cancel

Figure 3.2. Add mail server

You assign an internal ID for the respective server. It will appear in the list under this ID after you
save the profile. You then enter the parameters for the connection to this server (as explained
at the beginning of this chapter). You can enter a free comment about this profile in the field
“Description”.

By default, you use it to create an SMTP connection. If you want to configure a POP3 connection
instead, uncheck “SMTP” and set it to “POP3". Note that the field “Port” can also be left empty.
In this case, the software uses the default port5 for establishing the connection. If you leave
the field “Port” empty and all other access parameters for your STMP and POP3 server are
identical, then you can also set both check marks at “SMTP” and “POP3” in the profile. You
have then configured both connections with one server profile in e-AS2.

For POP3, you also enter a value for the polling interval (in minutes). Adjust the pre-entered
value of 30 minutes as required. For very time-critical applications, more frequent calls may be
useful or necessary. In other cases, a much less frequent mail retrieval may be acceptable.

3.1.1 Testing an SMTP profile

To test a profile for SMTP, select the profile in the list and then click the “Test SMTP server”
button.

5protocol dependent: 25 for SMTP, 110 for POP3
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[ ] Test SMTP server
Enter email address

An email will now be sent to test the SMTP server.
Please enter you email address into the field below.
After sending the mail check you mailbox.

This process will be logged on DEBUG level.

Email address: somebody@somedomain.com|

Send Y Cancel

Figure 3.3. Testing an SMTP server
A dialog is displayed in which you can enter an email address for the test. After you have clicked
on “Send”, a test mail will be sent to this address.

Should there be a problem connecting to the MTA, you will receive an error message directly
in the GUI. You can find more information about the process in the log. After the test, check
whether the e-mail has actually reached the desired recipient.

3.1.2 Testing a POP3 profile

To test a profile for POP3, select the profile in the list and then click the “Test POP3 server”
button.

@ Mails

List of mails in this account
Subject Sender Timestamp
message EASZ2-20200811105340-549-00... receiver{deas rov.Ist 2020-08-11 10:53:40.0
message EAS2-20200811105330-519-00... receiver@eas2rov.tst 2020-08-11 10:53:30.0
message EASZ2-20200811105252-424-00... receiver@eas rov.tst 2020-08-11 10:52:52.0
test transmission receiver@eas2 rov.tst 2020-08-11 09:28:04.0

oK

Figure 3.4. Testing a POP3 server

A connection to the configured POP3 server is then immediately established. The subject lines
of the e-mails currently on that server are retrieved and displayed in a list together with sender
and time of receipt. The mails themselves are not retrieved in the process and remain on the
server untouched.

Should there be a problem connecting to the mail server, you will receive an error message
directly in the GUI. You can find more information about this process in the log.

3.2 Setting an SMTP server in the partner profile

After you have configured one or more SMTP servers, you can select them for use in partner
profiles. To do this, open the tab “Mail” in the partner profile. On that tab you can select one
of the configured SMTP servers.
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Alternative SMTP server

SMTP server: smtpsrv u

Figure 3.5. Choose SMTP server

After you have assigned the partner profile to an SMTP server in this way, all outgoing mails
directed to that partner profile will be processed exclusively via this server from now on. If you
leave the field empty and do not select an SMTP server from the list, the mail server configured
in EAS2. pr operti es for handling operator mails will be also addressed for outgoing emails.®

For general information on how to configure partner profiles for e-mail exchange, please refer
to Chapter 5 (Configuring partner profiles). There you can read all further details about partner
configuration.

3.3 POP3 retrieval

The e-AS2-server starts without further measures with the regular retrieval of mails via POP3
as soon as corresponding profiles are available in the configuration. The configured polling
interval refers to the current time, not to the time when the mail server profile was saved. If
the retrieval interval is every 30 minutes, the retrievals will always take place on the full and
half hour.

Watch the log file after setting up new POP3 profiles to see if the connection is successful and
if emails are retrieved.

Unlike SMTP, there is no fixed assignment between a mail server profile for POP3 and one or
more partner profiles. After retrieving e-mails from the POP3 account, the assignment to the
partner profile is based solely on the sender and recipient addresses of the respective mail.
This topic is discussed in more detail in Chapter 5 (Configuring partner profiles).

To temporarily exclude a POP3 server from the polling cycle, change the associated server
profile by setting the polling interval to 0. This makes the profile inactive (for the POP3 retrieval).
You can reactivate it later at any time by entering a positive value for the polling interval.

®Refer to the manual for e-AS2 Enterprise for details on configuring the mail server for operator mails.
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4 e-AS2 SMTP as mail server

How can e-AS2 SMTP be configured as an e-mail server?

As an alternative to POP3 retrieval for incoming e-mails, the use of e-AS2 as an SMTP server
is possible. On the one hand, e-AS2 must be configured accordingly. On the other hand, the
MTA in your network must be set up in such a way that it selects incoming e-mails according
to certain criteria and forwards them to e-AS2 SMTP.

4.1 Configuring e-AS2

To make e-AS2 SMTP ready to accept incoming connections via SMTP, configure the port for
SMTP in EAS2. properti es.

connection.smp.port = 5025

In principle, you can choose any port. However, we do not recommend using the standard
SMTP port 25 for this purpose, for the following reasons:

* You could then run e-AS2 SMTP not on the same machine as the standard MTA,
since the port can only be used once.

* You would need to run e-AS2 SMTP with root privileges, since port 25 is a privileged
port.

* You would suggest to clients using port 25 that e-AS2 SMTP is a fully-fledged SMTP
MTA, which, as noted above, is not the case.

Once the port is configured for SMTP in EAS2. pr operti es, an additional thread is started
when e-AS2 is started, which handles incoming SMTP connections.

4.2 MTA configuration (Postfix)

We cannot cover all possible mail systems in this manual. The configuration of the MTA is ba-
sically a matter for your system administrator. However, it will be documented using the exam-
ple of Postfix, which is widely used under Linux. This should also provide sufficient information
for the configuration of other mail systems. Figure 4.1, “Routing incoming emails” illustrates
the procedure for mail routing.

We recommend routing of received mails to e-AS2 based on a dedicated sub-domain. We
assume that the Internet domain of your company is mydomain.com. (Your websites are ac-
cessible via www.mydomain.com.) You define an additional sub-domain, e.g. eas2.mydo-
main.com.

You request your Internet provider to forward emails to the respective sub-domain. (For this
purpose a so-called "MX Record" must be created).

You then configure your MTA so that mails addressed to the sub-domain are forwarded to
e-AS2. The following sections explain how to do this for Postfix using examples.

7Alternatively, you can define one or more sub-domains with application reference, e.g. orders.mydo-
main.com or edi.mydomain.com.
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|
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Local Mail | I
Receivers -~ i e \
. SMTP-MTA 1 p Internet A
7\ Postfix/Sendmail < userl@mydomain.com )
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Figure 4.1. Routing incoming emails
42.1 Adding serviceto / et c/ post fi x/ mast er. cf
Define a new service names smtp-eas2 in mast er. cf as follows:
sntp uni x - - n - - sntp
snt p-eas2 unix - - n - - sntp -0 sntp_connection_cache_on_demand=no

The st np line is already present in mast er. cf . Place the second line defining snt p- eas2
right below the existing line.

With this configuration you turn connection caching off, which is important, because e-AS2 is
not capable of doing this.

4.2.2 Adding ruleto / et c/ postfi x/transport

Add the following line to the file:

eas2. nydonai n. com smtp-eas2:[|ocal host]: 5025

Replace | ocal host with the name of the host on which e-AS2 is running, if it is not the same
system on which the MTA is running.

This ensures that incoming mails for the sub-domain “eas2” are forwarded to e-AS2 by SMTP
protocol via port 5025 without connection caching.

4.2.3 Activating transport rules in / et ¢/ post fi x/ mai n. cf

Add the following line to the file:

transport_maps = hash:/etc/postfix/transport

This causes the entries in/ et ¢/ post fi x/transport to be considered my the MTA during
mail processing.
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e-AS2 SMTP as mail server

This basically completes the configuration. If you want to test the routing towards e-AS2 locally
before an MX record is available for the sub-domain, or if you want to use the routing without
a dedicated externally addressable sub-domain, you can map any email addresses in your
domain to one or more addresses in the sub-domain using an alias entry.

4.2.4 Adding an alias to / et ¢/ al i ases (optional)

For example, add the following entry to the file:
orders. eas2: orders@as?

This causes Postfix to map the mail address <or der s. eas2@rydomnai n. cone to the address
<or ders@as?2. nydomai n. con® and then run into the defined forwarding towards e-AS2
due to the sub-domain routing.

A locally sent mail to this address should then arrive at e-AS2 SMTP accordingly.
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5 Configuring partner profiles

How are partner profiles configured for sending and receiving
emails?

The configuration of partner profiles for e-mail is basically independent of whether e-AS2 is
configured as an e-mail client (with POP3 retrieval for reception) or as a mail server (SMTP
in both directions).8 Where there are differences in detail, this is explicitly pointed out. In this
chapter we assume at first that you use S/IMIME for the cryptographic aspects. The configura-
tion for using PGP is covered in Chapter 6 (PGP Cryptography).

5.1 Sending emails

To set up a partner profile in e-AS2 for sending emails, create a new profile as documented in
the user manual of e-AS2 Enterprise. Assign an internal identifier and select "SMTP (S/MIME)"
in the drop-down list to the right. Then enter the desired sender address and the desired recip-
ient address and save the new profile.

Partner details

Partner ID: jd_acme ¥ HTTP
AS2-From: ordersi@mydomain.com SMTP (PGP)
AS2-To: john.doe@acme.com Port:

Figure 5.1. Creating a new partner for email

In this example, you will be able to send emails to the mail address <j ohn. doe@cne. cone
using the internal partner ID j d_acne, where <or der s@rydonai n. con® is used as the
sender address.”

We assume here a typical configuration when using e-AS2 as a mail client. In your network
there is then a POP3 mailbox for the user “orders”. Mails addressed to <or der s@rydo-
mai n. con® are stored in this mailbox and are retrieved from there by e-AS2 via POP3. If e-AS2
is configured as a mail server and a sub-domain has been set up as described in Section 4.2
(MTA configuration (Postfix)), you would configure <or der s@as2. nydonai n. con® in the
partner profile as your own address in e-AS2 instead.

Immediately after creating the new partner profile you can send a test mail via this profile using
the button “Send file”. Apart from this, use the interface area of e-AS2 in the usual way. Both
the directory interface and the INF interface are supported for sending e-mails.

If a test file is sent via the GUI, you will receive the following message if it is successful:

8Mixed operation with both methods is also possible.
9Note, that after having chosen SMTP quite a few fields of the partner profile dialog are automatically
being disabled, because they are not relevant for email transfers.
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[ ] Sent file

The file has been forwarded to the MTA for further

=2 processing.
—

Figure 5.2. Test data sent

Otherwise you get an error message like this one:

] Didn't send file

The file could not be sent to partner's system.

The error message was: [LOCAL: file transfer
failed - javax.mail.MessagingException: Could not
connect to SMTP host: localhost, port: 4025;<br>
nested exception

is:<br><tab>java.net.ConnectException: Connection
refused (Connection refused)].

Figure 5.3. Sending test data failed

If you like to send HTML formatted mails, then prepare the payload file as an HTML file, that
would be correctly rendered in an Internet browser. Then set the content type for the transaction
to “text/html”. You can do this interactively in the GUI as follows.

(] Send test file
Mail Attributes
To: john.doe@acme.com
CC:
BCC:
Reply-to:
General Attributes
Subject: formatted mail

MDN Timeout: 15

File Attribute
File 1: /Users/jk /TESTFILE.html ey O

Content Type 1: text/html <

Send file Cancel
Figure 5.4. Sending HTML formatted mail
When sending HTML mails, you can also add attachments. When the first file is “text/html”,

then this will be displayed as the mail body at the receiver's side. All further files will be sent
as attachments. You can do this interactively in the GUI as follows.
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(] Send test file

Mail Attributes

To: john.doe@acme.com
CC:
BCC:
Reply-to:
General Attributes
Subject: formatted mail

MDN Timeout: 15
File Attribute
File 1: /Users/jk/TESTFILE.html
Content Type 1: text/html
File 2: /Users/jk/TESTDOC.pdf

Content Type 2: application/pdf

Send file

Cancel

Figure 5.5. Sending HTML formatted mail with attachments

Last, but not least, you can also create “multipart/alternative” mails with e-AS2 SMTP. When
the first two files are of type “text/html” and “text/plain” or the other way around, then a “mul-
tipart/alternative” mail will automatically be constructed. All further files will be sent as attach-
ments. You can do this interactively in the GUI as follows.

[ ) Send test file

Mail Attributes
To: john.doe@acme.com
cc:
BCC:
Reply-to:
General Attributes
Subject: formatted mail

MDN Timeout: 15

File Attribute
File 1: /Users/jk/TESTFILE.txt
Content Type 1: text/plain
File 2: /Users/jk/TESTFILE.html
Content Type 2: text/html

File 3: /Users/jk/TESTDOC.pdf

Content Type 3: application/pdf

Send file

Cancel

Figure 5.6. Sending multipart/alternative mail with attachments

Please note that - unlike communication via AS2 - with SMTP no end-to-end connection is
established between the sender and the intended recipient of the mail. The success message
says no more and no less than that the transfer to the MTA has been successful. This does not
mean that the mail can be delivered and reaches the intended recipient. Even e-AS2 cannot
help against the well-known imponderabilities when sending e-mails.

If there are difficulties in the delivery of the email passed to the MTA, e-AS2 will receive a Non-
Delivery-Report (NDR) after a while. Unfortunately, it cannot always be guaranteed that NDR

Version 3.3
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can be assigned to the original send transactions.™ If it is possible, e-AS2 SMTP will do so, so
that the error message can then be viewed directly via the GUI in the transaction record.

Search o o= S Reply € Replyall —>Forward i Delete
Inbox Al v test transmission
o orders@mydomain.com 1] e orders@mydomain.com <orders@mydomain.com> |=_|7'
test transmission 12:16 PM 12:16 PM
To: john.doe@acme.com

7| TESTFILE
24 bytes

Figure 5.7. Receiving email with Windows 10 Mail

The picture above shows the view of the recipient of your test mail. Here, Windows 10 Mail is
used as an example as an email client. Please note that the email does not contain any text,
but consists of a single attachment, in the example the file TESTFI LE.

5.2 Receiving emails

The partner profile that you have just set up also allows e-AS2 to receive emails sent from
<j ohn. doe@cne. con® to <or der s@rydonai n. conp.

Format Insert Options W [i] Discard B Send
A =% | Heading1 v | £ undo

From: |:_’|71

To: orders@mydomain.com; R Cc&Bcc

Order Mo. 827364

I hereby order the following items:

Figure 5.8. Sending email with Windows 10 Mail

Such emails are stored ini nt er f ace/ i n after receipt by e-AS2 together with a corresponding
result file. Emails from other senders cannot be assigned to a partner profile and end up in
i nt erface/ or phan.

Note that in the configuration — exactly as with AS2 — the specifications From and To are always
entered as sender from the view of e-AS2. When you receive mails, From and To are swapped
in these mails with respect to the partner profile.

This is due to the fact that there are no clear rules or standards for the construction of such negative
receipts. The variety is great and the structure varies greatly depending on the mail servers involved.
Technically speaking, e-AS2 depends on the message ID of the originally sent mail being cited recog-
nizably in the negative acknowledgement. If this is not the case, it cannot be assigned to the transaction.

Version 3.3 Page 22



Configuring partner profiles

In the transaction list you can find email transactions like AS2 transactions.

Transactions [5]

m orders@mydomain.com  john.doe@acme.com  Relation

41: [R] 08-13 13:31:00 [orders@mydomain.com] + [john.doe@acme.com]
40: [S] 08-13 12:16:37 [orders@mydomain.com] = [john.doe@acme.com]
39: [R] 08-13 11:45:00 [orders@mydomain.com] + [john.doe@acme.com]
38:[S] 08-13 11:43:54 [orders@mydomain.com] = [john.doe@acme.com]

|
Transaction details [41] <primary>

Partner ID: jd_acme Server:

AS2-From: orders@mydomain.com Port: 0 URI:

AS2-To: john.doe@acme.com HTTP login: /

Filename: <MULTIFILE, click here>

AS2 name: <MULTIFILE, click here> Message ID: MAIL-20200813133100-0
Document-I1D: D4000000000000006@EAS2 Subject: Order No. 827364

Figure 5.9. Transaction list

The example shows the sending of the test data (transaction 40) and the receipt of the order
(transaction 41).

5.3 Interface files

In connection with the processing of emails, the multifile mode of e-AS2 is of great importance.
Please refer to the manual for e-AS2 Enterprise for the corresponding section.

If the sender of an email received with e-AS2 SMTP used a typical desktop mail client, then
most probably the internal structure of the email is as follows:

* The mail text, unformatted
* The mail text, formatted in HTML
» Optional: one or more attachments

All these components are called “body parts”. A mail with one unformatted text, one HTML text
and two attachments thus consists of four body parts.

If the mail is received with a desktop mail client, the client can choose whether to display the
unformatted text version or the HTML version. Both are equal in content. In addition to the mail
text, the attachments are presented in some form, often as links and/or icons, and offered to
the user for saving to disk or opening directly in the assigned application.

When receiving such a multipart mail, e-AS2 SMTP treats all body parts equally. So you will
find all body parts, even the two versions of the mail text, equally valued next to each other
in the i n directory. The corresponding result file will show the file names of attachments and
content types. The following listing shows an example of a possible result file after receiving
a multipart mail.

| NST_NAME [nul ]
RECE|l VED [ 2020- 08- 13 13: 58: 00. 063]
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ACKNOW.EDGED [2020-08-13 13:58: 00. 064]

AS2FROM [j ohn. doe@cne. coni
AS2TO [ order s@vydonai n. com
MAIL_TO [ order s@ydonai n. com
MAI L_REPLY_TO []j ohn. doe@cne. conj

FI LENAME [null]

FI LENAVE [null]

FI LENAME [ order_827364. pdf . pdf]
FI LENAME [tech-specs. xn ]
MESSAGE | D [ MAI L-20200813135800- 034- 000007]
SUBJECT [Order No. 827364]
CERT_SERI AL [null]

CERT_ALI AS [null]

P INT_ID [j d_acne]

TRANS_I| D [ 42]

DOC | D [ D4000000000000007 @AS2]
ORG DCC_I D [ D4000000000000007 @AS2]
STATUS [1]

ERRORCCDE [0]

DESCRIPTION  [null]

CONTENT_TYPE [text/plain; charset=utf-8]

CONTENT_TYPE [text/htm; charset=utf-8]

CONTENT_TYPE [application/pdf; name=order_827364. pdf. pdf]
CONTENT_TYPE [application/xm ; name=tech-specs. xn]
MDN_REQUEST [fal se]

You will find four FI LENAME entries for four received body parts and further down the four cor-
responding CONTENT _TYPE entries. The first two entries without file names and with Contype
Type “text/plain” and “text/html” respectively relate to the mail text. The other two entries belong
to two attachments (a PDF file and an XML file) that were sent with this mail.

To send the INF file, use the multifile interface when creating the INF file. Use the specification
of file types via CONTENT _TYPE-lines. By default, e-AS2 sends mails with an empty mail text
and only attachments. However, if you specify a plain text file via the INF file as the first attach-
ment and also declare this via the mime-type assignmentt ext / pl ai n inthe CONTENT_TYPE
line, the contents of this file are used as mail text. All other specified files become attachments.
Here is an example of an INF file constructed in this way:

P INT_ID [j d_acne]

SUBJECT [ EDI dat a]

DOC I D [1371]

REQUEST_DR [true]

FI LENAVE [ FI LE. 1371]
AS2NAME [ BODY]
CONTENT_TYPE [text/plain]

FI LENAVE_2 [ FI LE. 1371. 2]
AS2NAME_2 [INVO CE NO 4711]

CONTENT_TYPE_2 [application/edifact]

Based on this INF file, e-AS2 SMTP would create an email with a mail text (from the file
FI LE. 1371) and an EDIFACT attachment (from the file FI LE. 1371. 2) and send it to the
desired recipient.

If required, you can also specify the encoding for the mail text. To do this, use a CONTENT_TYPE
line as follows (example)

CONTENT_TYPE [text/plain; charset=utf-8]
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54 Using wild-card addresses

If you have a business relationship with a company with several employees who potentially
send you emails, it can be very time-consuming to configure each relationship individually. In
this case you have the possibility to work with wild-cards.

Partner details

Partner ID: acme_all SMTP (5/MIME) u
From: order@mydomain.com Server
To: *@acme.com Port

Figure 5.10. A partner profile with a wild-card address

For the To address, replace the part before the @ sign with *. This allows the receipt of mails
from any sender from the domain <acne. con®. All mails are assigned to the same partner
profile. However, the actual sender of the data is always indicated in the result file. The actual
sender is also always displayed in the transaction list in the GUI.

Such a profile covers the reception of mails from a domain quite elegantly, but now brings
difficulties in sending them. Mails sent via the internal partner ID no longer reach a meaningful
recipient. Using the INF interface, however, you can still send mails to specific recipients in
the domain.

Here is an example of such an INF file.

AS2FROM [ or der s@vydonai n. conj
AS2TO [j ohn. doe@cne. coni
M_CCADR [richard. row@cne. com
M_BCCADR [ copy@vydonai n. coni

M _REPLY [ support @rydonai n. com
SUBJECT [ EDI dat a]

DOC | D [ 1371]

REQUEST_ DR [true]

FI LENAME [ FILE. 1371]

AS2NAMVE [ BODY]

CONTENT_TYPE [text/plain]

FI LENAME 2 [ FILE. 1371. 2]
AS2NAME_2 [ NVO CE NO. 4711]

CONTENT_TYPE_2 [application/edifact]

The mail arrives accordingly, also with the given subject, at the respective recipient. The speci-
fication of sender address (AS2FROM) and recipient address (AS2TO) is mandatory for this form
of INF file. The specifications M_CCADR, M BCCADR and M _REPLY are optional and can be
used if a CC address, a BCC address and/or a reply-to address are to be included in the mail.

5.4.1

If you also want to save yourself the trouble of configuring each individual domain, you can
also enter a world wild-card address as a To address. You do this by entering

@

World wild-card addresses
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into the respective field in the partner dialog. This enables you to send to any e-mail address
as well as receive from any e-mail address. Your own address remains explicitly defined by
the From specification in the partner dialog.

Activating world wild-card addresses

The consideration of World-Wildcard addresses is switched off by default on the server side for
security reasons. Itis only recommended in exceptional cases. Especially accepting any sender
addresses when receiving mails potentially opens a gateway for spam and other unwanted
emails.

You can activate the feature separately for send and receive operations. To do this, use the
following settings in EAS2. pr operti es:

0
0

snt p. send. wi | dcard. wor | d. enabl e
sntp.recv.w | dcard. worl d. enabl e

Set the respective value to 1 to activate the desired feature. After a restart of the server the
feature is available.

5.5 Multiple own identities

The previous section dealt in detail with the assignment of received e-mails to partner profiles
based on the sender address of the mail. With e-AS2 SMTP it is easily possible to manage
several own identities. You simply create additional partner profiles with different own address-
es. The addresses must be fully qualified. A wild-card mechanism is not available at this point.

When using POP3 retrieval, there are two ways to ensure that mails to different target address-
es all arrive at e-AS2 You can retrieve several POP3 mailboxes, each with its own identity
assigned. You could also configure the mail system in your domain so that mails to different
destination addresses are delivered to a single POP3 mailbox.

If you prefer a configuration with e-AS2 as SMTP server using a sub-domain, as described in
Chapter 4 (e-AS2 SMTP as mail server), then all mails addressed to this sub-domain will be
delivered to e-AS2. By means of appropriately set up partner profiles, you ensure the necessary
further processing within e-AS2.

For assignment to a partner profile, the recipient address according to the MIME envelope
is always evaluated in addition to the sender address for received mails. All TO addresses
are considered at first, followed by all CC addresses, in the order in which they are listed in
the MIME envelope. When the first hit occurs, the procedure is terminated and the e-mail is
assigned to the corresponding partner profile. It is therefore not possible for an email addressed
to multiple recipients to be assigned to multiple partner profiles within e-AS2.

Note that an assignment can only be made using the TO or CC address. Any BCC addressing
used by the sender cannot be used for the assignment for technical reasons.

5.6 Mail receipts

The way e-AS2 deals with the subject of email receipts deserves separate consideration. On
the one hand there is the question of receipts when sending mails. On the other hand, the
guestion of receiving mails is even more complex. We will deal with both areas in the following.

Before doing so, however, it should be pointed out that — unlike AS2 — there is no obligation
to send receipts when exchanging e-mails, even if the sender explicitly requests this. Nor is a
specific receipt format in any way specified or prescribed. In particular, there are no generally
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valid methods that would allow a receipt to be uniquely associated with a previous mailing.
Generally, receipts are treated like normal mails, but with special contents.

In practice, however, most mail systems in use today generate receipts that can be used in
automated processes. So when the other side responds to a receipt request, e-AS2 SMTP will
try to assign the received receipt to the corresponding send transaction and change the status
there accordingly.

But as already mentioned: neither can we guarantee that the other party will send receipts at
all, nor can we guarantee that receipts received by e-AS2 will be automatically utilizable. If you
want to use mail receipts productively, you should discuss this with your business partner to
ensure that you have a common view on the matter. Extensive testing is recommended.

5.6.1 Receipt request on send

By default, e-AS2 SMTP does not request receipts when sending mails. However, you can add
a receipt request by setting the Ack mode to email in the partner profile.

Interface: primary H

Ack mode: Y no

MDMN timeout 0

MDN eMail
Figure 5.11. Requesting a receipt
This ensures that when sending emails to the respective communication partner, a receipt is

requested to the sender address. If you want a receipt to be sent to an address that differs from
the sender address, you can enter this different receipt address in the E-mail field.

Interface: primary H

Ack mode: eMail E
MDN timeout: 0O

MDN eMail: receipt@mydomain.com

Figure 5.12. Request a receipt to a different email address

Please note that under no circumstances are you guaranteed to receive the receipt. Whether
a receipt request is respected is at the discretion of the mail recipient. Many mail clients do
not generate a receipt, especially if the receipt address differs from the sender address. Some
mail clients ask the user whether a receipt should be generated or not for each individual mail
received.
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If the receiving mail client generates an acknowledgement containing the original message ID,
e-AS2 SMTP can uniquely assign the acknowledgement to the sent message. The status of
this message in the transaction list will then change from "sent" to "MDN received", just as you
are used to in AS2 communication. The acknowledgement message itself is stored, together
with a result file, in the directory i nt er f ace/ i n_ndn.

If the receiving email client generates receipts that do not contain the original message ID,
e-AS2 SMTP cannot tell from the receipt that it is one. The receipt is thus treated like an in-
coming mail, possibly leading to an additional transaction and to saving the receipt text in the
directoryi nterface/inorinterface/or phan.11

When sending mails, you must expect to receive receipts even if you have not requested any.
This happens when the email can be submitted to the MTA, but a subsequent delivery error
occurs. Such delivery errors can occur, for example, due to incorrectly written and therefore
invalid email addresses or if the mail server in the target domain is temporarily unavailable.

Unfortunately, the internal structure of such non-delivery reports is also very diverse and the
above-mentioned applies accordingly. If e-AS2 SMTP can find a Message-ID in the receipt, it
will try to assign it to the respective dispatch transaction. There is no guarantee of success. If a
non-delivery report cannot be assigned, it is stored without commentini nt er f ace/ or phan.
It is therefore always a good idea to monitor this directory.

5.6.2 Generation of receipts when receiving mails
The default setting of e-AS2 SMTP regarding receipts for received mails is as follows

» A receipt is generated for mails that can be assigned to a partner profile, provided
the sender has requested this.

* No receipt is generated for mails that cannot be assigned.

At first we will take a closer look at the case of unassigned mails. Many mail servers generate
negative receipts in this case, which say that the respective destination address does not exist.
However, when using e-AS2 SMTP it can be assumed that there is a relatively small, closed
circle of users. You do not want to open e-AS2 for any sender on the Internet, but only for
those users with whom you have business relations. This is always done by prior arrangement.
In such a situation it is advisable to keep senders of unwanted emails in the dark about what
happened to their emails. Therefore, e-AS2 does not send negative receipts back to the sender
by default.

However, if you explicity want negative receipts to be sent, you can activate this in
EAS2. properti es as follows:

mai | . non-delivery. bounce = 1

The default value for this property is 0, which disables the receipts. With the value 1, they are
switched on. The e-AS2 server must be restarted for a change to this property to take effect.
Negative receipts are generated with a fixed text in English.

If a received mail could be assigned to a partner profile, a positive receipt with a general text
is generated by default if the sender has requested a receipt. The behavior can be controlled
by configuration via the e-AS2 GUI. To do this, open the “Mail” tab.

1some desktop email clients try to assign receipts based on the subject. However, this method is con-
sidered too fragile in the context of exchanging business transactions. For this reason, this method has
not been implemented.
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Mail receipt generation

on request &

Receipt text:

Figure 5.13. Configuring mail receipts

In the upper right corner you can set the behavior regarding email receipts. In the default setting
“on request” e-AS2 SMTP generates receipts only if the sender has requested them.

Using the dropdown box, "never" or "always" can be selected as an alternative to "on request".
The effects of these settings are self-explanatory. With "never" a receipt is never generated,
even if the sender has requested it. With "always" a receipt is always generated, even if the
sender has not requested it.

Normally a standard text in English is sent as a receipt. However, you have the option of en-
tering an alternative receipt text in the "Receipt text" field for each partner.

5.6.3 Cryptography and Compression

When exchanging mail with e-AS2 SMTP you have the usual AS2 encryption and signature
options at your disposal. The configuration does not differ in any way from the procedure with
AS2. Please refer to the user manual of e-AS2 Enterprise for the relevant chapters to familiarize
yourself with the topic.

All current email clients support cryptography via S/IMIME. This means that you can, for exam-
ple, work with a business partner who uses Outlook or Thunderbird in both directions with both
encryption and signature, also in combination.

It should be noted, however, that email clients - unlike e-AS2 - normally do not accept self
generated, self-signed certificates. In this case, they are dependent on using official certificates
issued by a well-known trust center.!

Of course you can also send emails from e-AS2 to another e-AS2 which is installed at your
business partner. In this case, you can also work with self-signed certificates without any prob-
lems and without any further ado.

The ZLIB compression used with AS2 is not supported by current email clients. Therefore thls
option is inactive in the partner configuration for e-mail with S/MIME and cannot be used.!

2The presentation of the configuration of different email clients for cryptography is beyond the scope of
thrs document. Please refer to the respective program documentation of the email clients used.

However e-mail with compression is available when PGP is used as a cryptographic technique. You
can learn more about this in Chapter 6 (PGP Cryptography).
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6 PGP Cryptography

How can PGP be used for encryption and signature?

In connection with the secure sending of emails, PGP has established itself as an alternative
standard for cryptography. Like S/IMIME, PGP is based on asymmetric encryption methods and
offers the same level of security. In e-AS2 SMTP you will find PGP fuIIy15 supported, both for
sending and receiving mails.

6.1 PGP key management

Prerequisite for the use of PGP in e-AS2 is the PGP key management. You can find it in the
tab “PGP keys”. Right after initial software installation, the list is empty at first.

To use PGP you must
» generate a secret key for each own identity and
» Import a public key per partner identity.

It is important to know that with PGP, keys are identified by an assigned e-mail address. The e-
mail address must match the e-mail address of the respective party used in the mail exchange
exactly. So please check carefully whether the email addresses noted in the PGP keys match
those in the partner profiles and in the emails actually exchanged. If this is not the case some-
where, then the procedure for the affected communication relationship will not or not complete-
ly work.

6.1.1 Generate secret key

A secret key must be generated for each own identity, i.e. for each own email address that
you want to use with PGP. If you click on the button labeled accordingly, a dialog for entering
the key details is displayed.

[ ] Generate certificate
PGP key details

Name: ORDER Management
Mail address: orders@mydomain.com|

Valid to: \ug 14, 2025 Unlimited

Save Cancel

Figure 6.1. Enter PGP key details

You enter a freely selectable name for the key and the respective own e-mail address. Below
this, you have the option of limiting the validity period for the new key. The software suggests
a validity period of five years here. You can change this at will or you can activate “unlimited”
if you want the key to never become invalid.

If you click on “Save”, another message is displayed, which you confirm with “OK”. The new
key is then generated. This process may take some time. As soon as the generation of the new
key is completed, the input dialog disappears and the new entry is displayed in the list.

14Pretty Good Privacy - s. http://www.ietf.org/rfc/rfc4880.txt

131t should be mentioned here that the implementation in e-AS2 SMTP is based on “PGP/MIME”. So
“fully” means that all PGP features that are possible with PGP/MIME mails are supported. Some mail
clients with a PGP plugin also offer proprietary PGP-based encoding. This is not supported in e-AS2
SMTP.
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Your email partners need the public part belonging to the new key in order to encrypt emails
to you. Export the public key and transfer it to all communication partners who are to send you
encrypted emails.

Mails that you send to your email partners can be signed with the new key. Again, your partners
need the public part of the key to verify your signatures.

6.1.2 Import public key

After clicking this button a file open dialog opens. You select a file that contains a PGP key.
Everything else happens automatically. The identity associated with the PGP public key, i.e.
the email address, is stored in the file and will be imported unchanged. The same applies to
any expiry date that may have been set. After the import, a new entry is displayed in the list.

You can now encrypt e-mails that you want to send to this address with this public key. If your
communication partner sends you signed e-mails, this key is automatically used for signature
verification.

6.1.3 Export public key

The public part can be exported for each key in the management. You click on the correspond-
ing button and specify the storage location and file name in the dialog that opens. The export-
ed file is compatible with other PGP solutions and can be imported there. In addition to the
cryptographic core properties, the User ID and the period of validity are a fixed component of
the exported key.

6.1.4 Delete key

Keys that are no longer needed can be removed using this button.

6.2 Partner Configuration

When you create a new partner profile, decide whether you want to create a profile for AS2 or
for email. In the case of email, you have the two options SIMIME and PGP to choose from.

Partner details

Partner ID: jd_pgp SMTP (PCP) u
From: orders@mydomain.com Server
To: john.doe@acme.com Port

Figure 6.2. Choosing PGP for cryptography

Select “SMTP (PGP)” to create a profile for email with PGP cryptography. As long as the cryp-
tographic functions remain disabled, such a profile is equivalent to a profile for SIMIME. As
soon as the cryptography is switched on, the internal algorithms run on the basis of PGP.

For PGP profiles you can switch on signature and encryption independently of each other. If
encryption is switched on — and only then — compression can also be switched on.

Please note that in contrast to S/IMIME there is no fixed assignment of keys to partner profiles
in the case of PGP. The PGP keys for processing are selected exclusively on the basis of the
email addresses anchored as user ID in the keys.
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